2,

GUIDE BASIC

NNNNNNNNNNNNNNNNNNNNNNNNNNN

IIIIIIIIII



GUIDE BASIC

Muc luc
1. Cai dat ENAPOINt CENEIAl ...ttt ssss s st snssnses 2
2. Dang Nhap vao giao di€N QUAN li......veieriereneissesssessessssssssssssesssesssssssssness 5
3. Tri€N KNai CAI AET @QENT........ooo oo ssssssesessssss s ssssse s sssns 6
4. Thay d6i CAU NINN @QENT ... ssssssssss e 8
5. Chan va cho Phép UNG dUNQG ...ttt sssssssssans 9
6. TAO CHINN SACH CAN USB ...ttt eee s ss e sss s s s sss e sssaens 11
7. Cap nhat gidy Phép DAN QUYEN ...t ssss s neses 13
8. TRONG TN DO TGt essssesssssseseessssssssssssesssssssssssssssesssssssssssssaesessssssssnns 14

TRANG 1



GUIDE BASIC

1. Cai dat Endpoint Central
Budc 1: Chay file cai dat (link download), chon Next.

t Central Setup x

Welcome to the InstallShield Wizard for
ManageEngine Endpoint Central

The InstallShield Wizard will install ManageEngine
Endpoint Central on your computer. To continue, click
Next.

< Back Cancel

Buéc 2: Chon Yes dé dong y diéu khoan va tiép tuc.

X

ManageEngine Endpoint Central Setup

License Agreement a

Please read the following license agreement carefully.

Press the PAGE DOWN key to see the rest of the agreement.

SOFTWARE LICENSE AGREEMENT ~
This License Agreement details the policy for license of ManageEngineA® Endpoint
Central ("Licensed Software") on the following topics:

* Bvaluation License

* Commercial License

* Technical Support

Please read the following license carefully, before either (i) completing the electronic
order or download of the Licensed Software from an authorised website, or (ii)
installing the Licensed Software from media that was delivered after being ordered
by alternative order process, as applicable. You acknowledge that you have read this

e S P I O o e e

W

Do you accept all the terms of the preceding License Agreement? If you Erint
select Mo, the setup will close. To install ManageEngjne Endpoint Central,
you must accept this agreement.

< Back Yes No

Budc 3: Chon nai luu trt, chon Next.
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ManageEngine Endpoint Central Setup bt
Choose Destination Location
r‘\
Select folder where setup will install files.

Setup will install ManageEngine Endpoint Central in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and
select another folder.

Destination Folder

C:\Program Files\UEMS_CentralServer Browse...

< Back Cancel

Buéc 4: Kiém tra thong tin port, chon Next. (C thé thay déi theo y mudn)

ManageEngine Endpoint Central Setup X
Port Selection Panel
) )
Enter the Web Server details

ManageEngine Endpaint Central uses 8020 (HTTF) and 8383 (HTTPS) as default web-server pons.
Touse differentweb-serser ports, specify the port numbers here.

HTTF Fort

HTTPS Port 8383 |

< Back Cancel

Budc 5: Chon Next.
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ManageEngine Endpoint Central Setup

X
Select Program Folder
A
Please select a program folder.

Setup will add program icons to the Program Folder listed below. You may type a new
folder name, or select one from the existing folders list. Click Next to continue.

Program Folder:

ManageEngine Endpoint Central |

Existing Folders:
Accessibili
Accessories
Administrative Tools
Maintenance

Startup

System Tools
Windows PowerShell

= Back Cancel
Budc 6: Chon Next.

ManageEngine Endpoint Central Setup

>
Start Copying Files
! i ) N
Review settings before copying files.

Setup has enough information to start copying the program files. If you want to review or

change any settings, click Back. If you are satisfied with the settings, click Next to begin
copying files.

Current Settings:

Installation Directory : C:\Program Files\UEMS_CentralServer
Start Menu Folder Name : ManageEngine Endpoint Central

|

< Back Cancel

Budc 7: Nhap thong tin lién hé, chon Next.
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ManageEngine Endpoint Central Setup
Register & Avail FREE Technical Support (Optional)

Specify wour details below to awvail free Technical support during
envaluation

)

N |THAIKIET |
E-mail Id |thaikiet1 405@gmail.com |
Phaone |u1 23456789 |
Company Name |THAIKIET |
Country Aietnam "

By Clicking ‘Next’, you agree to our Privacy Policy.

Budc 8: Chon Finish dé hoan thanh cai dat.

ManageEngine Endpoint Central Setup

InstallShield Wizard Complete

S

Setup has finished installing ManageEngine Endpoint Central
On your computer.

Endpoint Central server will be launched in your default
web-browser. This might take few minutes.

Technical support :
endpointcentral-support@manageengine.com

< Back Cancel

2. Pang nhap vao giao dién quan li
Budc 1: Truy cap vao icon Start ManageEngine Endpoint Central hoac tu trinh
duyét go ip:port.
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Recycle Bin

€

Start

ManageEngin
e Endpoint
Central

Buéc 2: Nhap thong tin tai khoan (mac dinh la admin/admin)

€ ManageEngine Endpoint Centra X ‘+
O @ localhost:8020/client#/login PA

E\ Endpoint Central P S = 2

Unified Endpoint Management & Security Solution

=
Q ---------- ey @ & eeeee ®
T P, .
Default Login credentials: admin/admin
¢ ‘o
Signln ‘§
point Central 11 i P inecom W +18887209500

3. Trién khai cai dat agent

Co rat nhiéu cach dé trién khai agent dén may tinh ngudi dung nhu trién khai tu
dong thong qua GPO, SCCM hodc cai dat truc ti€p thong qua bd cai. Trong
hudng dan nay, toi s& hudng dan cach trién khai cai dat agent truc tiép.

Budc 1: Truy cap vao trang quan tri.

Budc 2: Chon Agent, chon Agent Installion, chon Download Agent.
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J End poin( Central Home Configurations  Threats & Patches  Software Deployment Inventory OS Deployment Mobile Device Mgmt ~ Agent
\ Scope of Management Using Directory Services Other methods ﬂ' 1
Summary
Domain
Remote Offices
= sy
Computers 5 WS, Is
= - o
MDM Prerequisites Remote Installation GPO Azure Autopilot
« Depl 3 Install agents remotely inremote Install agent by running start-up Pre-configure device activation by
ploymen = office computers by adding the script using Group Policy Object enrolling devices using Azure
Agent Installation - ' domain details. (GPO). Autopilot enroliment.
SoM Policy
Azure Autopilot
ABM/DEP 1. Add a Domain

Note: Distribution Server is
required toinstall agents located

 Settings

Agent Settings ina remote network. Learn More

1P Scope Add Computer(s) Learn How & Download Agent Learn How Beginsctup [EECSIE

Budc 3: Chon phién ban, chon Download Agent.

Download Agent X
Remote Office Local Office e
Install ' ™
| Agent |
M A
Platform - ™ . ,
m Windows | & Mac I,zal Linux
_ y AA
Download Agent ?

Buéc 4: Chay file cai trén may tinh can cai.

T > This PC » Downloads > LocalOffice

~

Name Date modified Type Size
ck access

D DCAgentServerlnfo.json 2/17/2025 3:10 PM JSON File 5KB
asktop »

# DMRootCA 2/17/2025 3:10 PM Security Certificate 2 KB
wnloads » _ -

# DMRootCA-Server 2/17/2025 3:10 PM Security Certificate 2KB
dcuments 4 @ peADME 2/17/2025 3:10 PM Microsoft Edge HT... 2KB
ctures + setup ‘_____—-E‘!m PM Windows Batch File 3KB
\PC rﬁ UEMSAgent 21772025 3:10 PM Windows Installer ... 35921 KB

[] uEMsAgent.mst 2/17/2025 3:10 PM MST File 20 KB

2 Drive (D:) 555X

work
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e . 2 ~ ~ e
Budc 5: Tai cia s, bam phim 1.
CAWindows\system32\cmd.exe
S 333 3333333333333 3333333333333 33333333333 33333333 3333333333333 33333333333 333

ManageEngine Endpoint Central Setup

This script will install the Endpoint Central agent in the computer.

S 333 3333333333333 3333333333333 33333333333 33333333 3333333333333 33333333333 333

1 - Install Endpoint Central Agent in this computer
Exit

Enter the option: 1

4. Thay dai cau hinh agent
Budc 1: Truy cap vao trang quan tri.

Budc 2: Chon Agent, chon Agent Installion, chon Download Agent.

J Endpoi nt Central Home  Configurations Threats & Patches  Software Deployment  Inventory OSDeployment Mobile Device Mgmt ~ Agent

Remote Offices
General Settings ‘Agent Protection Settings Agent Tray lcon Mac Agent Settings Linux Agent Settings
Computers _—
MDM Prerequisites Agent settings configured below will be applicable across all managed endpoints
Server IP Address 20.20.20.132
~ Deployment
Agent Installation Automatically detect and save the IP Address change ?
SoM Policy Enable Checksum Validation 2
Azure Autopilot = Certificates
ABM/DEP Upload network components root certificates to ensure trusted communication between agent and servers. Ex - Firewall / Proxy Root Certificates.
v Settings Import essential certificate for trusted communication les (or) Drop here 1, Browse
Agent Settings <——_ only..cerand .crt file is supported
IP Scope . : -
Actions to be performed after agent installation:
SoM Settings

Perform Patch Scanning.
Replication Policy

Buéc 3: Tai day cé 2 thong s6 quan trong can thay déi.
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General Settings Agent Protection Settings Agent Tray lcon Mac Agent Settings Linux Agent Settings

Agent settings configured below will be applicable across all managed endpoints

Server IP Address 20.20.20.132

Automatically detect and save the IP Address change 2

Enable Checksum Validation ?
Certificates

Upload network components root certificates to ensure trusted communication between agent and servers. Ex - Firewall / Proxy Root Certificates.

Import essential certificate for trusted communication Choose files (or) Drop here 1, Browse

only .cer and .crt file is supported
Actions to be performed after agent installation:
Perform Patch Scanning.

Perform Inventory Scanning.
Thay d6i IP may chd, néu may chu ban c6 nhiéu dia chi IP, can kiém tra chinh xac.

General Settings Agent Protection Settings Agent Tray lcon Mac Agent Settings Linux Agent Settings

D Restrict end-users from uninstalling the agent and distribution server *’

Restrict end-users from stopping agent service [ Applicable only for Windows ] Learn More

Ngan chan ngudi dung g& agent ra khéi may tinh

5. Chan va cho phép Ung dung
Budc 1: Truy cap vao trang quan ly.

Budc 2: Chon Application Control, chon Application Groups, chon Create
Blocklist dé chan( hoac Create Allowist dé cho phép),
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» Endpoint Central

Home  Configurations Threats & Patches  Software Deployment  Inventory = OSDeployment  ApplicationControl  Agent

~ Overview

Dashboard

~ Manage
Application Groups
Child Process

~ Deployment
Deploy Policy
Just In Time Access
Systems View

~ Privilege Management

Privilege Management

B o Al aies Dbt

Budc 3: Chon phan

88 Application Group Name

Products

Tanuki Software Ltd,

Java Service Wrapper Professi...

Q Search

[ﬁ Application Groups

+ Create Allowlist v/ + Create Blocklist ~

Filter By: Platform type ~ Group type ~
Application Group Name T Group Type Created By Last Modified By Created Time Las
SEManagEEnginere:omm... Blocklist DC-SYSTEM-USER DC-SYSTEM-USER
¢= Quick Links
How Tos FAQ
1.How to create an application group (allowlist/blocklist)?
2.How to check if the Vendor/Product/EXE is verified or not?
A ~ v 1% 4
mém muon chan( hoac cho phép), chon Create.
Add Description
Add  Selected (1)

© Verified Publisher

6}

VMware, Inc. @ Verified Publisher /

‘ @ 7zip

ZOHO Corporation Private Limited

O‘ VMware Tools ® VMware Guest Authentication ® VMware SVGA 3D (6}
© Verified Publisher
~ . ~ e ~ - P ~ - - .

Budc 4: Chon Deloy Policy, chon Assciate.

» Endpoint Central

Home

Configurations  Threats & Patches  Software Deployment Inventory  OSDeployment  Application Cont}

~ Qverview

Dashboard

~ Manage
Application Groups

Child Process

~ Deployment
Deploy Policy
Just In Time Access

Systems View

~ Privilege Management

Privilege Management

No policies have been deployec

Deploy control policies by associating one or more allowlist/blocklist g

G‘e’} Have suggestions to enhance policy deploym

Oniick | inks

Budc 5: Chon doi tugng Ung dung, chon nhém chinh sach vira tao, chon deloy.
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Custom Group to be associated * [ All Computers Group X l New Custom Group

Zonfigure Association Policy \
\ .

Application Group(s) Associated block 7zip  Application Group(s) Associated 1 | & CreateAllowlist ¥  Create Blocklist

Associate Privileged Application List 2 Yes Mo Create Privileged List

@ Audit Mode
Except blocked applications, all other applications will be allowed to run. This allows you to audit the unmanaged applications usage and redefine your allowlist/ blocklist

() Strict Mode
Enforce strict mode if you need to run only list of allowed applications.

Note : Blocked applications will not be allowed to run in any mode.

settings
Enable custom notification Yes @ No
Alertmessage 2 This appli blocked. Contact

Deploy Deploy Immediately Cancel

6. Tao chinh sach chan USB

Buéc 1: Tao giao dién quan li, chon Create Policy tu tab Policies.

y Endpoint Central Home  Configurations  Threats & Patches ftware Deployment  Inventory QS5 Deployment = Device Contr

NSO All Policies ()

Dashboard . -
Policy Creation —+ Create Policy ~/ T Move to Trash Filter By: Status v OS Platform
@: Deploy Policy O ) . i .
g8 Windows Platform Authorized Devices Unauthorized Devices Las
Policies Trusted Devices & Mac
- AlyonM.. @& Mac 1 0 DC
o Temporary Access
88 O Block Storage Devic.. # Mac 0 4 DG
Insights
O Block Printer and I... % Mac 0 2 DC
<=
O Block Removable $t.. & Mac 0 1 DC

Reports

Budc 2: Chon Block trong tuy chon Removable Storage Devices.
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38 Chan usb demo Add Description

m .
B Device Access Control

Removable storage devices ? Block v I Advanced Settings A~

Block connection bus of Removable storage devices via \:

UsB 5CSI

CD-ROM No Change e
Windows portable devices ? No Change N
Apple devices ? No Change s
Bluetooth Adapters No Change bt
Printars N Chanea v

Buéc 3: Ban ciing co thé chan bus két néi clia cac thiét bi luu trr di dong qua
USB va/hoac SCSI tuy theo yéu cau cua ban.

Budc 4: Chon Save & Publish.

@ Alert Settings
Motification type Off Default Notification ? @ Custom Notification ?
Alert title ® Device Access Restricted
Alert message * This device has been restricted. Contact

your System Administrator

Enable temporary access request

Save & Publish Save as Draft Cancel

Budc 5: Chon Deloy Policy, chon nhém déi tugng can ap dung, chon Policy céan
ap dung, chon Deloy.
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L= ASSOUIETE FONICY

~ Polidies
Policy Creation © 1nacustom group, the associated policy will only be applied to the computers with the matching OS platform
Deploy Policy
—_— Custom Groups Windows Workstations| X ‘ +
Trusted Devices
Temporary Access Available policy i Selected policy (1)
Q  search policies Platform i Q  search policies
Block Printer and Imaging Devices 88 28 Chan usb demo
= Block Printer and Imaging DevicesonMac (%

Block Removable Storage Devices 8

Block Removable Storage Deviceson Mac (%
Block Storage Devices 8d

Block Storage Devices on Mac (sl

7. Cap nhat giay phép ban quyén
Buéc 1: TU giao dién quan tri, chon biéu tugng admin, chon License.

gent  Admin Browsers Application Contr

admin

Personalize | Active Session(s): 1

Trial Version License 2

Explore the product at its best, unlimited for 29 days.

Get Quote \

stall Patches
|

nfiguration

@ Talkwith us ¥, Build: 11.4.2508.01
O MNeed help _E Reference v

& ContactUs wv

Budc 2: Chon Update License, chon file license dugc guii qua email cia khach
hang.
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€ Endpoint Central

License Details
3 Edition Comparison (& GetQuote ® Buy Now /

~ Endpoint Central

Edition details

License Type : Trial Version

Licensed To ¢ Evaluation User

Product Name : ManageEngine Endpoint Central
Build Version : 114250801

Installation Date © Feb24,2025

Days to expiry :o29

Usage details

Managed Endpoints [ ] Added Technicians

Buéc 3: Kiém tra lai thong tin.

8. Théng tin ho trg

Khi gap van dé su ¢ trong qua trinh st dung, ban c6 thé lién hé thdng tin ho trg
nhu sau:

e Website: https://support.gaditi.com
e Email: support@gaditi.com
e SO dién thoai: 039.8686.950
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